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DUPLO: Unifying Cut-and-Choose for Garbled
Circuits [PDF] [Paper] [Artifact] (A1)

Authenticated Garbling and Efficient Maliciously
Secure Two-Party Computation [PDF] [Paper

Artifact] (A1) =

Global-Scale Secure Multiparty Computation
PDF] [Paper] [Artifact] (A1)

Hearing Your Voice Is Not Enough: An
Articulatory Gesture Based Liveness Detection
for Voice Authentication [PDE] (A2)

VibWrite: Towards Finger-input Authentication
on Ubiquitous Surfaces via Physical Vibration

[PDF] (A2)

Presence Attestation: The Missing Link In
Dynamic Trust Bootstrapping [PDF] (A2)

DolphinAttack: Inaudible Voice Commands [PDE
Paper] (A3) =

Evading Classifiers by Morphing in the Dark
PDF] (A3)

MagNet: a Two-Pronged Defense against
Adversarial Examples [PDF] [Paper] (A3)

Hindsight: Understanding the Evolution of Ul

Vladimir Kolesnikov,
Jesper Buus Nielsen, Mike Rosulek,
Ni Trieu, Roberto Trifiletti

Xiao Wang, Samuel Ranellucci,
Jonathan Katz

Xiao Wang, Samuel Ranellucci,
Jonathan Katz

Linghan Zhang, Sheng Tan, Jie Yang

Jian Liu, Chen Wang, Yingying Chen,
Nitesh Saxena

Zhangkai Zhang, Xuhua Ding,
Gene Tsudik, Jinhua Cui, Zhoujun Li

Guoming Zhang, Chen Yan, Xiaoyu Ji,
Tianchen Zhang, Taimin Zhang,
Wenyuan Xu

Hung Dang, Yue Huang, Ee-
Chien Chang

Dongyu Meng, Hao Chen

Meng Luo, Oleksii Starov,
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Vulnerabilities in Mobile Browsers [PDF] (A4)

Deterministic Browser [PDF] [Paper] [Artifact
(A4)

Most Websites Don’t Need to Vibrate: A Cost-
Benefit Approach to Improving Browser Security

PDEF] [Paper] (A4)

Be Selfish and Avoid Dilemmas: Fork After
Withholding (FAW) Attacks on Bitcoin [PDF

Paper] (A5)

Betrayal, Distrust, and Rationality: Smart
Counter-Collusion Contracts for Verifiable Cloud

Computing [PDF] [Paper] [Artifact] (A5)

Zero-Knowledge Contingent Payments Revisited:
Attacks and Payments for Services [PDF] [Paper

Artifact] (A5)

Pool: Scalable On-Demand Secure Computation
Service Against Malicious Adversaries [PDF

Paper] [Artifact] (B1)

A Framework for Constructing Fast MPC over
Arithmetic Circuits with Malicious Adversaries

and an Honest-Majority [PDF] [Paper] (B1)

Efficient, Constant-Round and Actively Secure
MPC: Beyond the Three-Party Case [PDF] [Paper

(B1)

Let’s go in for a closer look: Observing
passwords in their natural habitat [PDF] (B2)

Why Do Developers Get Password Storage
Wrong? A Qualitative Usability Study [PDF

Nima Honarmand, Nick Nikiforakis

Yinzhi Cao, Zhanhao Chen, Song Li,
Shujiang Wu

Peter Snyder, Cynthia Taylor,
Chris Kanich

Yujin Kwon, Dohyun Kim, Yunmok Son,
Eugene Vasserman, Yongdae Kim

Changyu Dong, Yilei Wang,
Amjad Aldweesh, Patrick McCorry,
Aad van Moorsel

Matteo Campanelli, Rosario Gennaro,
Steven Goldfeder, Luca Nizzardo

Ruiyu Zhu, Yan Huang, Darion Cassel

Yehuda Lindell, Ariel Nof

Nishanth Chandran, Juan Garay,
Payman Mohassel,
Satyanarayana Vusirikala

Sarah Pearman, Jeremy Thomas,
Pardis Emami Naeini, Hana Habib,
Lujo Bauer, Nicolas Christin,

Lorrie Faith Cranor, Serge Egelman,
Alain Forget

Alena Naiakshina, Anastasia Danilova,
Christian Tiefenau, Marco Herzog,
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Paper] (B2)

The TypTop System: Personalized Typo-tolerant
Password Checking [PDF] [Paper] [Artifact] (B2)

Rise of the HaCRS: Augmenting Autonomous
Cyber Reasoning Systems with Human

Assistance [PDF] (B3)

Neural Network-based Graph Embedding for
Cross-Platform Binary Code Similarity Detection

PDF] [Paper] (B3)

RAIN: Refinable Attack Investigation with On-
demand Inter-Process Information Flow Tracking

[PDF] (B3)

Synthesis of Probabilistic Privacy Enforcement

PDF] [Artifact] (B4)

A Type System for Privacy Properties [PDE
Paper] [Artifact] (B4)

Generating Synthetic Decentralized Social
Graphs with Local Differential Privacy [PDF] (B4)

Revive: Rebalancing Off-Blockchain Payment
Networks [PDF] [Artifact] (B5)

Concurrency and Privacy with Payment-Channel

Networks [PDF] [Paper] (B5)

Bolt: Anonymous Payment Channels for
Decentralized Currencies [PDF] (B5)

S30RAM: A Computation-Efficient and Constant

Sergej Dechand, Matthew Smith
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Thomas Ristenpart
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Heng Yin, Le Song, Dawn Song

Yang Ji, Sangho Lee, Evan Downing,
Weiren Wang, Mattia Fazzini,
Taesoo Kim, Alessandro Orso,
Wenke Lee

Martin Kucera, Petar Tsankov,
Timon Gehr, Marco Guarnieri,

Martin Vechev

Véronique Cortier, Niklas Grimm,
Joseph Lallemand, Matteo Maffei

Zhan Qin, Yin Yang, Ting Yu,
Xiaokui Xiao, Issa Khalil, Kui Ren

Rami Khalil, Arthur Gervais

Giulio Malavolta, Pedro Moreno-
Sanchez, Aniket Kate, Matteo Maffei,
Srivatsan Ravi

Matthew Green, lan Miers

Thang Hoang, Ceyhun D. Ozkaptan,
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Client Bandwidth Blowup ORAM with Shamir
Secret Sharing [PDF] [Paper] [Artifact] (C1)

Deterministic, Stash-Free Write-Only ORAM
PDF] [Paper] [Artifact] (C1)

Scaling ORAM for Secure Computation [PDE
Paper] [Artifact] (C1) =~

Don’t Let One Rotten Apple Spoil the Whole
Barrel: Towards Automated Detection of
Shadowed Domains [PDF] (C2)

Herding Vulnerable Cats: A Statistical Approach
to Disentangle Joint Responsibility for Web

Security in Shared Hosting [PDF] [Paper] (C2)

Hiding in Plain Sight: A Longitudinal Study of
Combosquatting Abuse [PDF] [Paper] (C2)

Machine Learning Models that Remember Too

Much [PDF] (C3)

Deep Models Under the GAN: Information
Leakage from Collaborative Deep Learning [PDF

Paper] (C3)

Oblivious Neural Network Predictions via
MiniONN transformations [PDF] [Paper] (C3)

Verifying Security Policies in Multi-agent
Workflows with Loops [PDF] [Paper] [Artifact]
(C4)

Attribute-Based Encryption in the Generic Group
Model: Automated Proofs and New

Attila A. Yavuz, Jorge Guajardo,
Tam Nguyen

Daniel S. Roche, Adam J. Aviv,
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Najmeh Miramirkhani, Charles Lever,
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Vitaly Shmatikov
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Constructions [PDF] (C4)

FAME: Fast Attribute-based Message Encryption
PDF] [Paper] [Artifact] (C4)

Practical UC-Secure Delegatable Credentials
with Attributes and Their Application to
Blockchain [PDF] (C5)

Solidus: Confidential Distributed Ledger
Transactions via PYORM [PDEF] [Paper] (C5)

Fairness in an Unfair World: Fair Multiparty
Computation from Public Bulletin Boards [PDF
(C5)

5Gen-C: Multi-input Functional Encryption and
Program Obfuscation for Arithmetic Circuits

PDF] [Artifact] (D1)

Iron: Functional Encryption using Intel SGX [PDE
Paper] (D1) =

Implementing BP-Obfuscation Using Graph-
Induced Encoding [PDF] [Paper] (D1)

AUTHSCOPE: Towards Automatic Discovery of
Vulnerable Access Control in Online Services

[PDF] (D2)

Mass Discovery of Android Traffic Imprints
through Instantiated Partial Execution [PDF

(b2)

Unleashing the Walking Dead: Understanding
Cross-App Remote Infections on Mobile
WebViews [PDF] (D2)
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May the Fourth Be With You: A
Microarchitectural Side Channel Attack on
Several Real-World Applications of Curve25519

PDF] [Paper] (D3)

Stacco: Differentially Analyzing Side-Channel
Traces for Detecting SSL/TLS Vulnerabilities in
Secure Enclaves [PDE] [Paper] (D3)

Precise Detection of Side-Channel Vulnerabilities
using Quantitative Cartesian Hoare Logic [PDF

(D3)

Better Than Advertised: Improved Collision-
Resistance Guarantees for MD-Based Hash

Functions [PDF] (D4)

Generic Semantic Security against a
Kleptographic Adversary [PDF] (D4)

Defending Against Key Exfiltration: Efficiency
Improvements for Big-Key Cryptography via
Large-Alphabet Subkey Prediction [PDF] (D4)

Client-side Name Collision Vulnerability in the
New gTLD Era: A Systematic Study [PDF] [Paper

(b5)

The Wolf of Name Street: Hijacking Domains
Through Their Nameservers [PDF] [Paper] (D5)

Faulds: A Non-Parametric Iterative Classifier for
Internet-Wide OS Fingerprinting [PDF] [Paper
(D5)

T/Key: Second-Factor Authentication From

Secure Hash Chains [PDF] [Paper] (E1)

Practical Graphs for Optimal Side-Channel
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Resistant Memory-Hard Functions [PDF] [Paper
[Artifact] (E1)

Better Bounds for Block Cipher Modes of
Operation via Nonce-Based Key Derivation [PDE

Paper] (E1) ~
The ART of App Compartmentalization:

Compiler-based Library Privilege Separation on
Stock Android [PDF] (E2)

Vulnerable Implicit Service: A Revisit [PDF] (E2)

A Stitch in Time: Supporting Android Developers
in Writing Secure Code [PDF] (E2)

Exploiting a Thermal Side Channel for Power
Attacks in Multi-Tenant Data Centers [PDF] (E3)

Watch Me, but Don’t Touch Me! Contactless
Control Flow Monitoring via Electromagnetic

Emanations [PDF] [Paper] (E3)

Viden: Attacker Identification on In-Vehicle

Networks [PDF] [Paper] (E3)

Practical Attacks Against Graph-based
Clustering [PDF] [Paper] (E4)

Automated Crowdturfing Attacks and Defenses
in Online Review Systems [PDEF] [Paper] (E4)
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Paths [PDF] [Paper] (E4)

Practical Secure Aggregation for Privacy-
Preserving Machine Learning [PDF] [Paper] (E5)

Use Privacy in Data-Driven Systems: Theory and
Experiments with Machine Learnt Programs

PDF] [Paper] [Artifact] (E5)

SGX-BigMatrix: A Practical Encrypted Data
Analytic Framework With Trusted Processors

[PDE] (E5)

Malicious-Secure Private Set Intersection via

Dual Execution [PDF] [Paper] [Artifact] (F1)

Fast Private Set Intersection from Homomorphic

Encryption [PDF] [Paper] (F1)

Practical Multi-party Private Set Intersection
from Symmetric-Key Techniques [PDF] [Paper

[Artifact] (F1)

Detecting Structurally Anomalous Logins Within
Enterprise Networks [PDF] (F2)

Deeplog: Anomaly Detection and Diagnosis
from System Logs through Deep Learning [PDF

(F2)

Predicting the Risk of Cyber Incidents [PDF] (F2)

Key Reinstallation Attacks: Forcing Nonce Reuse
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PeGaSus: Data-Adaptive Differentially Private
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Computation: A case study on scaling private
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Where the Wild Warnings Are: Root Causes of
Chrome HTTPS Certificate Errors [PDF] (F5)

Data breaches, phishing, or malware?
Understanding the risks of stolen credentials
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Certified Malware: Measuring Breaches of Trust
in the Windows Code-Signing PKI [PDE] (E5)
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Exploitation: Empirical evidence from a
prominent Russian cybercrime market [PDE
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Quantifying the Pressure of Legal Risks on Third-
party Vulnerability Research [PDF] [Paper
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Identity-Based Format-Preserving Encryption

[PDF] (G3)

Standardizing Bad Cryptographic Practice - A
teardown of the IEEE standard for protecting
electronic-design intellectual property [PDF] (G3)

New Techniques for Structural Batch Verification
in Bilinear Groups with Applications to Groth-
Sahai Proofs [PDF] [Paper] (G4)

Practical Quantum-Safe Voting from Lattices

[PDF] (G4)

A Touch of Evil: High-Assurance Cryptographic
Hardware from Untrusted Components [PDE

Paper] [Artifact] (G5)

Provably-Secure Logic Locking: From Theory To

Practice [PDF] (G5)

The Return of Coppersmith’s Attack: Practical
Factorization of Widely Used RSA Moduli [PDF
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Algorithm Substitution Attacks from a
Steganographic Perspective [PDF] [Paper] (H1)
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Code Reuse Ten Years Later [PDFE] [Paper
Artifact] (H2)

Capturing Malware Propagations with Code
Injections and Code-Reuse attacks [PDF] (H2)

Code-reuse attacks for the Web: Breaking Cross-
Site Scripting Mitigations via Script Gadgets
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Tail Attacks on Web Applications [PDE] (H3)

Rewriting History: Changing the Archived Web
from the Present [PDF] [Paper] [Artifact] (H3)

Deemon: Detecting CSRF with Dynamic Analysis
and Property Graphs [PDF] [Paper] (H3)

A Comprehensive Symbolic Analysis of TLS 1.3
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HACL*: A Verified Modern Cryptographic Library
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Jasmin: High-Assurance and High-Speed
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Post-Quantum Zero-Knowledge and Signatures
from Symmetric-Key Primitives [PDF] (11)

To BLISS-B or not to be - Attacking strongSwan’s
Implementation of Post-Quantum Signatures

PDF] [Paper] (11)

Side-Channel Attacks on BLISS Lattice-Based
Signatures: Exploiting Branch Tracing Against
strongSwan and Electromagnetic Emanations in

Microcontrollers [PDF] [Paper] [Artifact] (11)

Nonmalleable Information Flow Control [PDE
Paper] (12) 7

Cryptographically Secure Information Flow
Control on Key-Value Stores [PDF] [Paper] (12)

Object Flow Integrity [PDF] (12)

BBA+: Improving the Security and Applicability of
Privacy-Preserving Point Collection [PDF] (I13)

walk2friends: Inferring Social Links from Mobility
Profiles [PDF] [Paper] [Artifact] (13)

Back to the drawing board: Revisiting the design
of optimal location privacy-preserving
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Certified Verification of Algebraic Properties on
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Verified Correctness and Security of mbedTLS
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How Unique is Your .onion? An Analysis of the
Fingerprintability of Tor Onion Services [PDE
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The Waterfall of Liberty: Decoy Routing
Circumvention that Resists Routing Attacks
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Compressive Traffic Analysis: A New Paradigm

for Scalable Traffic Analysis [PDF] [Paper] (I5)

Full accounting for verifiable outsourcing [PDE
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Ligero: Lightweight Sublinear Arguments
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Homomorphic Secret Sharing: Optimizations and

Applications [PDF] [Artifact] (J1)

DIFUZE: Interface Aware Fuzzing for Kernel
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Checking Open-Source License Violation and 1-
day Security Risk at Large Scale [PDF] (J3)

Keep me Updated: An Empirical Study of Third-
Party Library Updatability on Android [PDF
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A Large-Scale Empirical Study of Security
Patches [PDF] (J3)

DEFTL: Implementing Plausibly Deniable
Encryption in Flash Translation Layer [PDF] (J4)

FlashGuard: Leveraging Intrinsic Flash Properties
to Defend Against Encryption Ransomware
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FirmUSB: Vetting USB Device Firmware using
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Assumptions [PDF] [Paper] (K1)

Designing New Operating Primitives to Improve
Fuzzing Performance [PDF] (K2)
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JITGuard: Hardening Just-in-time Compilers with

SGX [PDF] [Paper] (K4)

Leaky Cauldron on the Dark Land:
Understanding Memory Side-Channel Hazards in

SGX [PDF] (K4)
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